Vehicular ad hoc networks have been identified as a key technology for enabling safety and infotainment applications in the context of smart and connected vehicles. In this sense, diverse approaches of multi-hop broadcast protocols have been proposed to collect and disseminate context information through the network. However, before vehicular ad hoc networks applications fulfill their expected potential to connect smart vehicles, several issues must be addressed. Among these issues, those related to security are of particular importance. In this article, the main security issues of broadcast message dissemination in vehicular ad hoc networks are discussed. Moreover, a review of the most relevant threats and proposed solutions to secure broadcast message dissemination in vehicular ad hoc networks is presented and discussed. As mentioned, security is an important topic which has not been fully addressed in vehicular ad hoc networks; therefore, the aim of this article is to introduce security issues and proposed solutions related to three main security concerns associated with the message dissemination process in vehicular ad hoc networks: network access, data consistency, and broadcast protocols.
Introduction
Intelligent transport systems (ITSs) aim to improve the performance of surface transportation systems by enabling vehicles to cooperate with each other autonomously. 1 Among industry manufacturers, governments, and standardization bodies, safety applications (e.g. vehicle collision warning and cooperative cruise control) have attracted most of the attention as there is a growing interest in reducing road traffic accidents, preventing injuries and saving lives.
The development of ITSs encompasses efforts in wireless communications systems, networking protocols, security and localization. In this sense, a research area that has drawn significant attention is that of vehicular ad hoc networks (VANETs), because of its potential to fulfill ITSs communication requirements. 1 VANETs provide the radio interface required by vehicles (wireless transceivers based on IEEE 802.11p, which operate on the dedicated short-range communication (DSRC) band) 2 to communicate with each other using vehicleto-vehicle (V2V) or vehicle-to-infrastructure (V2I) communications. As illustrated in Figure 1 , vehicles can also communicate with other nearby entities through vehicleto-pedestrian (V2P) or vehicle-to-anything (V2X) wireless links, thus making possible a wider variety of applications for ITSs.
VANETs attract researchers from different fields to develop efficient and secure applications, addressing aspects regarding cooperative communication, security, and privacy. 3 A key requirement in VANETs applications is how to efficiently perform message dissemination from one node to unknown and unspecified nodes located in a geographic region, referred to as the zone of relevance (ZOR). Because the transmission range of the transceiver of each vehicle is usually restricted to a few hundreds of meters, message dissemination is accomplished by means of broadcast dissemination protocols through multiple hops. These protocols operate at the network layer, and they can be broadly classified into receiver-oriented or sender-oriented, depending on where the rebroadcast decision is made. In any case, the main goal of such protocols is to timely deliver information from the source (e.g. a vehicle nearby a crash site) to vehicles located in a given ZOR, reducing the number of redundant broadcasts.
The design of broadcast dissemination protocols for VANETs has been an active research area for over a decade. [4] [5] [6] [7] The simplest dissemination protocol is simple flooding, where each node that receives a packet for the first time retransmits it with no further restrictions. When using wireless technologies employing a contention-based medium access control (MAC) mechanism, simple flooding can easily cause the broadcast storm problem (BSP), 8 that is, the network performance is degraded because of the large number of redundant retransmissions and collisions. This is the case with the IEEE 802.11p standard, 9 which currently is the most prominent option to enable vehicular communications using (the contention-based) carrier sense multiple access with collision avoidance (CSMA/CA) MAC mechanism.
The research area of broadcast dissemination protocols still has challenges to be addressed. In particular, securing the dissemination process from various malicious threats related to the broadcast nature of the wireless medium in VANETs. Notice that the spread of malicious information in VANETs could have disastrous consequences, such as life-threatening situations (e.g. a malicious hacker could insert or modify lifecritical information) or financial losses (e.g. for infotainment services). Nowadays, the most common approach for securing VANETs is the one recommended by IEEE 1609.2 standard, which is based on entity-centric trust 10 and relies on a public key infrastructure (PKI). Thus, road-side units (RSUs) acting as trusted authorities to manage digital certificates are required. However, the PKI approach has significant financial and logistical difficulties to deploy an entitycentric based solution for VANETs. 11 Another security issue in VANETs arises when a legitimate sender (insider attacker) broadcasts bogus or altered messages, which could decrease the network efficiency and potentially lead to life-threatening situations. The PKI approach fails to prevent these attacks. Thus, data-centric security methods based on data consistency are needed. 12, 13 The main idea behind data-centric security is to rely on physical models, local sensors and redundancy to detect spurious data. For instance, using data redundancy, a node could detect a false crash alert message if it does not overhears similar warning messages from nodes nearby the crash geographic location.
In addition to external and insider attacks on disseminated messages, information inherent to the operation of broadcast dissemination protocols (i.e. control information) is also vulnerable. By disturbing the protocol operation, attackers could force the relay/drop of spurious/honest messages to tamper with the VANET normal functioning.
To successfully deploy the envisioned VANET applications in ITSs, 14, 15 it is of paramount importance to provide timely, accurate, and trustworthy message dissemination. This is still an open research issue that calls for the design of innovative, robust, and reliable broadcast dissemination protocols able to prevent the manipulation of the dissemination process.
It is important to note that besides multi-hop broadcasting protocols, single-hop broadcasting schemes can be used to disseminate information within a VANET. In this sense, there are particular security issues in the message dissemination process in VANETs depending whether packets are communicated in single-hop or multi-hop. In single-hop broadcasting, each vehicle periodically broadcasts selected records stored on their OBU to its one-hop neighborhood. For this case, the demanded security services are mainly centered in the entities involved, that is, the sender and receiver nodes must guarantee mutual authentication, data confidentiality, and integrity checks. However, in multi-hop broadcasting, a packet is spread in the VANET through multiple hops, where different vehicles (each further away from the message source node) act as relay nodes. In this case, additional security issues arise centered on data, that is, reliability and trustworthy of disseminated data are now required. Hence, securing multi-hop broadcasting is a more challenging task than securing single-hop broadcasting.
This article focuses on the analysis of security issues in multi-hop broadcasting. Specifically, the study is on the security issues related to the network access to ensure that messages are sent from legitimate senders, data consistency to prevent that legitimate senders (insider attackers or vehicles with faulty sensors) disseminate spurious information, and network protocols operation to ensure a secure and reliable broadcast dissemination.
Contributions
Different to previous related works, this article analyzes the main threats and vulnerabilities of dissemination protocols and discusses potential solutions considering the particular vulnerabilities of different representative dissemination protocols. Thus, the main contributions of this work are as follows:
1. An in-depth analysis of entity-and data-centric security approaches to handle common attacks of data or node manipulation in VANETs. Potential solutions to relevant attacks to the dissemination process considering both approaches are highlighted. 2. The main weaknesses inherent to the broadcast dissemination process that could represent a security void are identified. Such vulnerability analysis is focused on three main features: (1) the decision of relaying/dropping a broadcast packet made at each potential relay node, (2) the cooperative nature of nodes in safety applications, and (3) the prevalent use of CSMA/CA at the MAC layer for VANETs communications. 3. The most relevant security approaches that could address the previously mentioned weaknesses are identified and discussed.
The rest of the article is structured as follows. Section ''Broadcast message dissemination in VANETs'' introduces core concepts related to broadcast dissemination in receiver-oriented and sender-oriented protocols. Section ''Security threats for broadcast message dissemination in VANETs'' surveys common attacks in VANETs and security services affected. Section ''The entity-centric approach for securing the broadcast dissemination'' presents a detailed analysis of different entity-centric security approaches proposed in the literature for securing VANETs. Section ''The data-centric approach for securing the broadcast dissemination'' presents the performed analysis of vulnerabilities for most representative broadcast dissemination protocols. In addition, this section also presents identified data-centric solutions for identified security threats. The most relevant open issues and challenges for secure message dissemination in VANETs are discussed in section ''Challenges and open issues.'' Finally, concluding remarks are provided in section ''Conclusion.''
Broadcast message dissemination in VANETs
Broadcast message dissemination in VANETs enables the deployment of safety and infotainment 16 applications by sharing messages among moving vehicles. It can be of two kinds: single-hop broadcasting and multihop broadcasting.
In multi-hop broadcasting, the message is disseminated toward a ZOR by means of relay vehicles, that is, vehicles located between the source and the ZOR. Relay vehicles perform the rebroadcast decision in a distributed manner, considering context information and the information contained in the disseminated message. However, in single-hop broadcasting, an information message is not flooded through the network. Instead, each vehicle stores the received broadcast messages in its OBU. Periodically, vehicles broadcast selected records about traffic information from its database to its one-hop neighborhood. In these protocols, the most relevant design choices are the broadcast interval and how to choose the information that needs to be broadcasted. In general, context information gathered from sensors or other vehicles is the base for both design choices. 17 As such, data-centric solutions presented in this article could also be applied to information requirements of single-hop algorithms. However, note that in single-hop algorithms redundancy information is intrinsically provided, as important information (e.g. a warning message) is periodically broadcasted by participating vehicles. Thus, securing multi-hop broadcast message dissemination is more challenging than securing single-hop broadcast dissemination. Therefore, the rest of this article focuses in the analysis of security issues in multi-hop broadcasting, leaving the discussion of security issues in single-hop broadcasting for a future contribution.
Generic architecture of broadcast dissemination protocols
To address the BSP, enhanced multi-hop broadcast dissemination (hereafter broadcast dissemination) protocols use a variety of relay decision criteria to select a subset of relay nodes, 7, [17] [18] [19] instead of letting all intermediate nodes rebroadcast the received messages.
Despite the particular criteria used by the relay decision mechanism, broadcast dissemination protocols have a generic architecture, as illustrated in Figure 2 . The message is delivered to the broadcast dissemination protocol at the delivery point 1 (DP 1 ). Such message may come from the application layer of the same vehicle or from another vehicle in the network. The protocol makes the relay/drop decision before the delivery point 2 (DP 2 ), according to the dissemination policy used.
As it will be detailed in section ''Shared vulnerabilities of different broadcast dissemination approaches,'' broadcast dissemination protocols share the same security vulnerabilities at DP 1 and DP 2 , as the relay decision mechanism operates between such points. However, there are some vulnerabilities which are tailored to the specific broadcast dissemination protocol operation. To better explain this issue and to gain more insight into security challenges of broadcast message dissemination, the two main families of broadcast dissemination protocols found in the literature are discussed next.
Receiver-oriented broadcast dissemination protocols
In this approach, the relay decision is locally made at each potential relay. Specifically, upon a packet reception, each potential relay node (R p ) locally computes its relay priority (e.g. probability) based on both, its own information and the one contained in the packet (e.g. transmission power). If the computed priority reaches a predefined threshold, the received packet is retransmitted after a waiting time, otherwise the packet is dropped.
There are several receiver-oriented protocols proposed. 7, 20 Recent research on this topic has shown that position is a critical parameter when designing information dissemination protocols for VANETs. 21 Moreover, GPS and navigation systems are the common location providers for broadcast dissemination protocols. Thus, using the distance between nodes has become a de facto standard in the design of broadcast dissemination protocols for VANETs. Therefore, the discussion of challenges to secure information requirements of receiver-oriented protocols is performed based on distance-based protocols. Additionally, the counter-based approach, which is a simple dissemination approach with minimum information requirements is also considered for the security analysis presented in this work. Basic operation of both distance-based and counter-based protocols is detailed in the following paragraphs.
Counter-based protocols. These protocols [22] [23] [24] [25] aim to mitigate the BSP by inhibiting the rebroadcast of a message if the number of received copies (c m ) within a waiting time reaches a maximum allowed threshold. A node rebroadcasts the received message if it does not overhears any retransmission after a predefined waiting time. For the implementation of this kind of protocols, no further hardware is needed besides the wireless transceiver.
Distance-based protocols. In these protocols, the relay nodes should rebroadcast the warning messages such that the additional coverage at each hop will be the largest possible. [26] [27] [28] Generally, it is assumed that each node obtains its own geographic location by means of a GPS-like service. The basic distance-based approach is, the larger the distance between the current and potential next relay nodes, the higher the relay priority of the potential relay.
More specifically, upon receiving a packet m from node n, a potential relay, R p , uses the location information included within m to compute its relay priority. Two of the most relevant approaches to compute the relay priority are probabilistic and delay-based approaches. When the probabilistic approach is used (e.g. Wisitpongphan et al. 7 ), nodes located nearby the radio range border of the current relay must calculate a higher relay probability. Similarly, in the delay approach, 29 potential relay nodes located at the radio range border of the current relay must compute a shorter waiting time to rebroadcast the message. 
Sender-oriented broadcast dissemination protocols
It has been argued that receiver-oriented protocols struggle to eliminate redundant broadcasts. 18 Thus, several sender-oriented protocols for broadcast message dissemination in VANETs have been proposed in the literature [30] [31] [32] [33] [34] [35] with the aim of overcoming this issue. In sender-oriented protocols, the current relay node selects a set of relays nodes among its neighbors before relaying a packet. The identifier of each relay node within the set is attached in the headers of the broadcasted packet. Upon a packet reception, a potential relay will rebroadcast the message only if its own identifier is included in the headers of the received packet. In order to define the set of relay nodes, the current relay node assesses the fitness of its neighbors considering information related to link quality and stability, such as received power and neighbors location. Commonly, this information is gathered from neighbor vehicles by means of periodic beacons exchange. In Figure 3 , the messages flow within a generic sender-oriented protocol is illustrated. In particular, this figure shows the core modules commonly found in these protocols, namely, one-hop neighbors table, selection rules, and relay selection mechanism.
As it will be discussed later through a detailed vulnerability analysis presented in section ''Vulnerability analysis of sender-oriented broadcast dissemination protocols,'' the specific vulnerabilities of senderoriented protocols are highly related to the required context information (e.g. distance and number of neighbors) and the defined set of rules to rank its neighbors. Therefore, for the sake of clarity, two representative sender-oriented protocols 18, 36 found in the literature are presented in the following paragraphs.
Density-aware reliable broadcasting. In the density-aware reliable broadcasting (DECA) protocol, 36 the next relay node is the neighbor located toward the message propagation direction that has the highest density of neighbors reported. To increase its reliability, DECA includes an implicit acknowledgment (iack) mechanism which is implemented as follows: after a random waiting time, the potential relay nodes that also received the broadcast message will retransmit it if they do not overhear the same message from the selected relay node.
Fuzzy logic broadcast. Fuzzy logic broadcast (FUZZBR) 18 ranks neighbor vehicles using a fuzzy inference system based on three parameters gathered by means of beacon messages: vehicle mobility, intervehicle distance, and link quality. The node with the highest rank, among current relay node neighbors located toward the message propagation direction, is selected as the next relay node.
FUZZBR also considers an iack mechanism where the packet is retransmitted by the current relay to the same chosen relay a predefined number of times.
Security threats for broadcast message dissemination in VANETs
This section provides first a broad perspective of efforts made so far about security in VANETs, covering aspects such as security requirements, attacks, attackers, challenges, approaches, and directions of security solutions. Then, attacks against the broadcast dissemination process are classified into three groups to discuss the potential consequences of such attacks in broadcast dissemination.
VANETs security in the literature
Outsider attackers in VANETs are generally passive, that is, they eavesdrop the wireless channel but do not try to interfere with the message flow between vehicles. However, they can be particularly harmful if sensible information such as identity, position, direction, and velocity is accessed and used to track and monitor vehicles. Therefore, protecting privacy is one of the major concerns related to security in VANETs. [37] [38] [39] However, insider active attackers of a VANET can directly cause network traffic to be dropped (drop), modified (fabrication, modification, and deletion), re-injected (replay), or redirected (redirection) to a different destination or to take a longer route to the destination by increasing communication delays. Using these basic malicious actions, an attacker (vehicle) within a VANET has the potential to launch more complex and elaborated attacks, the most documented attacks in the literature are introduced in Table 1 . These attacks compromise the VANET by affecting one or more security services, as it is shown in Table 2 , and different cryptographic solutions have been proposed to address them. Different cryptographic solutions have been proposed to address security attacks in VANETs. Engoulou et al. 37 proposed a security architecture for VANETs that consists of three layers: a centralized PKI, one-hop security, and multi-hop security. The use of a vehicular PKI to prevent forgery attacks in vehicular communications was also suggested in Raya et al. 43 Mejri et al. 42 described several attacks and the security services affected in VANETs, then a review of several cryptographic primitives and tools that could be used as countermeasures was provided. Razzaque et al. 39 addressed the key management problem arising when a cryptographic-based approach for the security in VANETs is used. This work provides a summary of existing secure routing protocols in VANETs which mainly use cryptographic-based solutions. In Riley et al., 44 a review of proposals to achieve the authentication security service in VANETs is provided. The authentication schemes are categorized, and available solutions based on the cryptographic schemes recommended in IEEE 1609.2 (if infrastructure is available) and symmetric key schemes (when infrastructure is not available) are described. Oulhaci et al. 45 studied solutions to provide authentication security services based on the elliptic curve cryptographic schemes recommended in the IEEE 1609.2 standard. Sakiz and Sen 46 reviewed several attacks and detection mechanisms for VANETs proposed in the literature. One of their most relevant conclusions is that attackers could exploit the network layer operation to pose major security risks for VANETs. However, security aspects and plausible solutions related to the different approaches used broadcast dissemination protocols were not addressed.
The surveys previously mentioned have not addressed the security aspects of message dissemination protocols in VANETs. For this reason, one of the contributions of this article is the identification and description of specific vulnerabilities found in dissemination protocols used in VANETs. Furthermore, this work discusses the specific attacks that can be launched based on the specific characteristics and functioning of the dissemination protocols. In Jaballah et al., 47 a vulnerability analysis of position-cheating and replay attacks for broadcast dissemination was presented. In addition, possible countermeasures for the discussed attacks were reviewed. However, only a particular sender-oriented broadcast dissemination protocol was considered in the analysis. Thus, secure design considerations for other broadcast dissemination approaches (i.e. receiver-oriented) were not addressed. Furthermore, important challenges (i.e. jamming Table 1 . Attacks commonly found in VANETs.
Attack
Attacker's purpose Basic attack(s) Sybil [40] [41] [42] Simulate multiple nodes by generating multiple identities for it. A vehicle can claim to be in different positions at the same time Fabrication Bogus information 37, 39, 40 Transmit incorrect information in the VANET for its advantage Fabrication, modification, deletion Impersonation/ Masquerading 37, 9, [40] [41] [42] [43] Send messages on behalf of other vehicles to create chaos, traffic jam, or accidents Fabrication, modification, deletion, replay Denial of service (DoS) 37, 39, 40, 41 Bring the network down, that is, by transmitting dummy messages to jam the channel. Attacks that lead to this one are 41 flooding, jamming, 43 broadcast tampering, and blackhole Fabrication, replay, modification Blackhole 40 Discard the received packets Drop Wormhole 39, 40 Avoid the proper dissemination of the message to other vehicles by creating a fake optimal communication path with other colluded vehicle
Redirection
Grayhole 42 Discard some percentage of messages received Drop Message delay/suppression 37, 39, 42 Modify, delete, or alter existing data Modification, deletion Hardware tampering 37, 43 Physical damage of vehicle's sensors Fabrication GPS spoofing 41, 42 Deceive legitimate vehicles by hiding its actual position Fabrication Illusion attack 42 Control and mislead the sensors to generate false data (position and velocity)
Fabrication
Timing/replay attack 37 delay message dissemination by retaining then transmitting the network messages Replay Identity revealing 41 Obtain vehicles identity (and possibly driver's personal data) -Location tracing 41, 42 Build the profile of a particular vehicle using location and other data obtained from intercepted messages -VANET: vehicular ad hoc network.
attack) and open issues to secure broadcast dissemination protocols were not discussed. The aim of this work is to analyze the security aspects of broadcast dissemination protocols, as a key part to address the security concerns in VANETs. Because of the cooperative nature of VANETs, insider attacks are more prone to happen and difficult to detect and prevent. Thus, special attention is paid to security concerns related to insider attacks. As suggested in Engoulou et al., 37 in this work, message data verification is revisited as a possible solution for the message falsification/alteration attack, which is very common to happen in broadcast dissemination protocols. Such suggestion is extended to a more comprehensive analysis that includes possible solutions according to the specific vulnerabilities of the broadcast protocols.
The message delay and suppression (real time constraints and availability) attacks are also mentioned in Engoulou et al. 37 However, only the case when a malicious node holds onto a message before sending it was analyzed. In contrast, in this article, the case where a malicious node intermittently jams the wireless medium is also addressed. This is an important case, as jamming the wireless medium could also lead to message delays or suppression because of the CSMA/CA mechanism commonly used in standards such as IEEE 802.11p (which is prevalent in VANETs applications).
Gillani et al. 41 described flooding as an important attack in VANETs. This attack can be performed by a node sending a high volume of traffic, which may lead to the BSP. In this article, it is discussed that by attacking the broadcast dissemination protocol operation, the BSP can also be triggered even when only legitimate users rebroadcast messages. Raya et al. 43 have remarked the vulnerability of in-transit traffic tampering, where any node acting as a relay can disrupt communications of other nodes by dropping or corrupting messages. This argument is part of the discussion presented in this article as well, however an extended discussion of the scenarios and possible solutions according to the specific approach for broadcast dissemination is provided.
Attacks against the broadcast dissemination process
There are two main goals when attacking the broadcast dissemination process: hindering the dissemination of authentic packets and promoting dissemination of false information. To achieve these goals, the attackers can take advantage of three main weaknesses (from security perspective) inherent to broadcast dissemination in VANETs: 48 1. Each receiving node makes a decision about relaying/dropping a broadcast packet. 2. The cooperative nature of safety applications. 3. The high number of nodes that share the wireless medium, especially if the vehicles are equipped with IEEE 802.11p transceivers which imply the use of CSMA/CA at the MAC layer.
By taking advantage of these weaknesses, malicious nodes could perform one or more of the attacks reviewed in section ''VANETs security in the literature,'' aiming to forge spurious messages by means of attacks to the message integrity, hamper the broadcast dissemination protocol operation, and disrupt the normal operation of the lower layers. These three kinds of attacks are detailed next.
Attacks to the message integrity. In these attacks, the attacker might forge packets with information about false events such as crash warnings. This can be done to disseminate spurious messages and take leverage of VANETs applications for the attacker's own benefit only. For instance, a malicious vehicle could attempt to disseminate spurious crash-warning messages forcing other vehicles to take alternative paths. This selfish behavior could seriously affect the performance of broadcast dissemination protocols for VANETs, whose proper functioning depends on the honest cooperation of participating vehicles. The impact of attacking the message integrity could be greater if the injection of spurious packets is complemented with the impersonation attack.
Attacks to protocol's operation. These attacks are aimed at tampering with the control information of the broadcast dissemination protocol. This in order to override the protocol rules and either flood the wireless communication channel or disrupt the message dissemination process. An attack to protocol operation varies depending on the particular kind of broadcast dissemination approach used: receiver-oriented or sender-oriented. The attacks to the operation of receiver-oriented broadcast dissemination protocols can be classified into two categories. The first one is to influence honest vehicles to send false information in order to cheat the potential relay node. Attacks in the second category aim to directly include false control information in the disseminated message in order to influence the relay/ drop decision of the corresponding potential relay node.
In the case of sender-oriented protocols, the attacks are focused on influencing the selection mechanism of the relay set by inserting bogus information into the mechanism. Specifically, an attacker might attempt to promote itself to be included in the relay set. Then, upon receiving the message, the attacker could simply drop the message or relay it with information that may adversely affect the network performance.
Attacks to the lower layers. The lower layers of VANETs are susceptible of being attacked by either insider or outsider attackers. Particularly, the attacks to lower layers usually aim to disrupt the MAC mechanism or interfere with the physical signal. For instance, an insider attacker generating dummy packets with a high rate could lead to a high number of collisions at the VANET MAC/PHY layers, increasing the medium access delay or even jamming the access to the wireless resources. Additionally, an outsider attacker could jam the wireless communication channel by generating high-power noise across the entire bandwidth near the transmitting and receiving nodes.
The entity-centric approach for securing the broadcast dissemination
The entity-centric approach has been a fundamental part in the design of global security architectures for VANETs. 37, 42, 49 This approach has been mainly focused in thwarting severe attacks, like the Sybil attack, 42 by guaranteeing the authentication security service. 50, 51 In this section, an analysis of the entitycentric security approach in VANETs is provided, including a brief overview of the IEEE 1609.2 standard.
IEEE 1609.2 standard overview
The IEEE 1609.2 standard 10 aims to provide confidentiality, authenticity, and integrity services for networking and applications running over the stack. As previously mentioned, this standard is based on entitycentric trust and relies on a PKI to issue, to revoke, and to verify digital certificates interchanged by vehicles.
With a PKI, a digital certificate is issued by a certification authority to any vehicle v in the network prior its registration. Two vehicles within a VANET can exchange and validate their certificates without having access to any other node or gateway. If the certificates are valid, the vehicles can trust each other and establish a secure connection. Usually, the certification authority keeps anonymity of vehicles to preserve its privacy. Certificates are periodically renewed after their lifetimes have expired. 52 Under this security model, a tamper proof device (TPD) is commonly used by vehicles to internally store the certificates and other cryptographic material (e.g. electronic license plate or an electronic chassis number 39 ) and to execute operations such as hashing, signature generation/verification, and random number generation.
To provide authenticity and integrity, the IEEE 1609.2 standard uses the advanced encryption standard algorithm in counter with ciphertext block chaining message authentication code (CBC-MAC) mode. To verify messages, IEEE 1609.2 proposes the use of elliptic curve digital signature algorithm (ECDSA), which is the elliptic curve analog of the digital signature algorithm (DSA). In addition, the standard considers the secure hash algorithm (ShA-1) defined in the federal information processing standard (FIPS) 180-1.
In IEEE 1609.2, a certification revocation list is needed to revoke malicious nodes. The main issue with a certification revocation list is that it can become increasingly larger. With a large certification revocation list, the time delay to check for a malicious node and the needed storage also become large. Moreover, timely distribution of certification revocation lists also becomes a challenge. In addition, signature verification incurs a cryptographic processing delay at the verifier. Although this delay could be on the order of milliseconds, under a heavy-traffic scenario, a message would be either delayed or accepted without any verification.
Relevant entity-centric security proposals
For one-hop communication, packets sent by a vehicle v in a VANET using the entity-centric security approach are commonly constituted as PACKET = fM, s SK n ½MjT , Cert n g ð 1Þ
where s SK n ½MjT represents the digital signature of node n over the concatenation of message M and a timestamp T for freshness check to prevent a replay attack. Since the packet includes the digital certificate, Cert n , any other node receiving this packet could verify its authenticity by verifying the signature s.
In case of broadcast dissemination, entity-centric security approaches usually restrict rebroadcast by either a time-to-live (TTL) counter value or a geographic destination area. For secure multi-hop broadcast, each new packet transmitted consists of mutable (MUT) and immutable (IMUT) fields. IMUT fields contain the message itself, a timestamp, and a value to ensure message integrity. MUT fields contain data that are accessed and changed by each node rebroadcasting the packet. If the forward process is TTL-based, IMUT is the message M, the timestamp T, and a hash chain value H that prevents that malicious nodes manipulate the TTL and thus increase the multi-hop propagation area (and hence forcing a wasting of network bandwidth). A node n that starts the packet broadcast creates a random value r and computes its hash H r TTL MAX times, H r = H TTL MAX (r). The complete packet is then formed as
For the first time, the originator sends MUT = ff 0 = r, f 1 = TTL MAX g. The receiver node of this packet verifies the certificate, signature, timestamp, and the hash chain. To check the hash chain, the node computes t = H(f 0 ) and compares H f 1 (t) against H r . If any of these checks fails, the message is dropped (not forwarded). If all the checks are passed, the packet is forwarded with the MUT fields updated: f 0 = t and f 1 = f 1 À 1. During all the broadcast process of the packet, the signature and the IMUT fields are not modified by forwarding nodes. Control information related to the broadcast dissemination protocol (e.g. number of neighbors) could be secured by wrapping it in IMUT fields. However, faulty or misbehaving vehicles still could report false information.
The overhead introduced by signature generation/ verification has motivated the creation of strategies for improving the performance of multi-hop dissemination methods. Hsiao et al. 53 proposed two broadcast authentication schemes based on elliptic curve encryption to address the excessive signature verification requests during message broadcasting in VANETs. While their FastAuth (fast authentication) scheme secures periodic single-hop beacon messages, the SelAuth (selective authentication) secures multi-hop applications in which a bogus signature may spread out quickly and impact a significant number of vehicles. SelAuth provides fast isolation of malicious senders, even under a dynamic topology at low computational costs.
Other works have proposed to use symmetric encryption (considered in general faster) to ensure authentication. Lyu et al. 54 use prediction-based timed efficient stream loss-tolerant authentication (TESLA) to authenticate V2V communications as an alternative to signatures. TESLA performs instant and lightweight authentication for broadcasts by employing the predictability of future beacons. However, since TESLA cannot provide the property of non-repudiation, digital signatures are still required. Ying et al. 55 proposed to use a privacy preserving broadcast message authentication scheme based on message authentication code through symmetric encryption. Although the approaches presented in Lyu et al. 54 and Ying et al. 55 attempt to reduce the computation overhead of public key encryption, other problems are introduced, as the need of efficient mechanisms for private key distribution. 56 
Limitations of the entity-centric security approach
The entity-centric approach aims to provide a secure and reliable network, trying to ban outsider attackers that disrupt the correct operation of VANETs protocols (message dissemination included). This approach could be effective for most of the security attacks in one-hop communication as recommend by the IEEE1609.2 standard, under the assumption that an infrastructure is available and all nodes registered with the CA are trustworthy. However, for broadcast dissemination, the entity-centric approach, although needed, is not sufficient. Message authentication can only ensure that messages are sent from legitimate senders, but it cannot prevent that a legitimate sender broadcasts bogus or altered messages to neighbor vehicles. [57] [58] [59] Insider attacks do not affect a security service straightforward (as commonly classified and ensured by entity-centric mechanisms), but they do have a negative impact in VANETs performance. For example, in the GPS spoofing attack, wrong readings from the sensor will be correctly authenticated and considered reliable by the receiving nodes. The same situation occurs in the case of a timing attack, where although messages are delayed they still come from an authentic source. In the case of the illusion attack, the fake identities produced by the attacker remain as trusted sources as well as the data disseminated by those virtual nodes.
In addition to the fact that PKI-based solutions struggle to cope with insider attackers, 60 it also exists the challenge of deploying ubiquitous PKI in VANETs. This is why securing broadcast dissemination in VANETs must go beyond PKI-based solutions.
The next section considers potential solutions for securing the broadcast dissemination process using a data-centric security approach. The objective is not to replace the entity-centric approach with a data-centric solution, but to complement each other in order to address most of the relevant vulnerabilities of message broadcasting in VANETs.
The data-centric approach for securing the broadcast dissemination
The data-centric security approach uses data consistency checks to detect faulty/misbehaving nodes or insider attackers, 12, 13, 61, 62 prevent the dissemination of false information originated by these nodes, 11, 13, 63 or prevent the launch of attacks which are difficult to detect because the attackers are valid participants in the network (insider attackers). 11, 59 Under this approach, trust is ensured on the information itself rather than on the information source. 64 Data consistency verification mechanisms could take advantage of three main sources: 12, 61 physical models, to compare claimed information against known models such as the physical behavior of vehicles; local sensors, to verify information received from vehicles in direct vicinity; and redundancy, to exploit the fact that messages are often delivered via multiple routes and observed by multiple vehicles.
This section discusses how the data-centric security approach could address most of the relevant security voids of the broadcast dissemination process. To this end, a vulnerability analysis of the most representative broadcast dissemination protocols is performed and plausible countermeasures based on the data-centric security approach are proposed.
Vulnerability analysis of receiver-oriented broadcast dissemination protocols
In this subsection, a vulnerability analysis of representative receiver-oriented broadcast dissemination protocols found in the literature is presented. As discussed in the analysis, the vulnerabilities arise and strongly depend on the particular operation of each protocol.
Distance-based protocols. Attacks to the operation of distance-based protocols are mainly aimed at cheating the GPS device to report a false geographic location. A TPD is normally used to thwart physical manipulation of the GPS device. 43 However, geographic location still could be tamper with an attacker who cheats its own GPS by means of the illusion attack. Additionally, the GPS of an honest node could be cheated by means of a GPS signal generator, that is, GPS spoofing attack.
Vulnerability. Upon receiving a message with false geographic location (bogus information) from a malicious/faulty node, potential relay nodes could compute an overoptimistic relay priority if the attacker (or an influenced honest node) reports a geographic location shifted toward the ZOR. Conversely, reporting a geographic location shifted backwards the ZOR may lead potential relay nodes to compute a pessimistic relay priority. Depending on the particular approach, a pessimistic relay priority could translate to a large waiting time or a low relay probability (see section ''Receiveroriented broadcast dissemination protocols''). In both cases, the time required by the message to reach the ZOR could be increased. However, an optimistic relay probability could translate to a short waiting time or a high relay probability. This may cause message relaying from several potential relay nodes, which in turn may lead to the BSP. The larger the difference between reported and actual geographic location, the biggest the effect over the protocol performance.
Possible solution. In order to perform a reliable calculation, position of both sender and receiver must be verified with mechanisms such as the ones presented in Barnwal and Ghosh, 65 Fogue et al., 66 Monteiro et al., 67 Yan et al., 68 and Zhang et al. 69 For instance, Yan et al. 68 and Monteiro et al. 67 propose the use of multiple antennas to detect vehicles spoofing their claimed location. The main idea is to use the measured received signal strength (RSS) at each directional antenna, which changes in accordance with the angle it forms with the vehicle. In Yan et al. 68 and Monteiro et al., 67 fading propagation conditions were considered to model the attenuation of the transmitted signal. However, the fading model considered in Yan et al. 68 assumes line-ofsight propagation conditions, and therefore, it cannot be directly applied in V2V scenarios because other vehicles could obstruct the line-of-sight between the receiver and the transmitter. However, although in Monteiro et al. 67 the fading model considers obstructed-line-ofsight conditions, the complexity of the proposed mechanism should be considered before implementing it. In particular, the mechanism proposed in Yan et al. 68 was designed to operate in the RSUs, which have significantly higher computational resources than OBUs. Moreover, as the vehicles claimed position is verified at the RSU, continuous message exchange between RSUs and vehicles is required in order to inform all vehicles within the RSU radio range if the position is reliable or not.
In scenarios where RSUs are not available, fully distributed position verification mechanisms should be considered. The mechanism proposed in Fogue et al. 66 and Zhang et al. 69 rely on the measured time-of-flight (ToF) difference between the transmission and reception of periodic exchanged beacons. GPS availability is assumed to fulfill two requirements: (1) a global time reference is available for each node and (2) each node is able to determine its own geographic location. Note that for receiver-oriented broadcast dissemination protocols that do not consider the periodic exchange of beacons (e.g. Wisitpongphan et al. 7 ), solutions like the one presented in Fogue et al. 66 could be adapted to use the disseminated message instead of the exchanged beacons.
Summarizing, distance between a given transmitterreceiver pair in distance-based protocols could be verified using infrastructure-based position verification mechanisms, which in turn can take advantage of the computational resources available at RSUs and their known locations. However, an ubiquitous deployment of RSUs is difficult from economic and logistical perspectives. Thus, fully distributed mechanisms are required to ubiquitously enable position verification.
Vulnerability. Distance-based protocols are also vulnerable to the replay attack, which could lead to the BSP. For example, consider the scenario shown in Figure 4 where vehicle A receives a crash-warning message. As it can be seen, vehicle A is in the border of the transmission range of vehicles at the crash site (point S). Thus, it is highly likely that vehicle A will retransmit the crash-warning message. However, instead of rebroadcasting the crash-warning message with its own geographic location, A might retransmit the same received message. As the maximum relay priority value is directly related to the nominal transmission range 7 of each potential relay node, a significant number of nodes located after S will compute an optimistic rebroadcast priority, potentially leading to the BSP.
Possible solution. In one-hop communications, the replay attack could be thwarted using an IMUT fields approach within the packet. However, in multi-hop communications, thwarting the replay attack becomes more challenging, as the broadcasted message is intended to reach nodes outside the transmission range of the original source. Thus, a possible solution might involve the use of the IMUT fields approach complemented with position verification mechanisms, in order to verify if the original source of the message actually is in the reception range of the potential relay.
Counter-based protocols. Attacks to the operation of counter-based protocols aim to cheat the counter c m of potential relay nodes in order to mislead their relay/ drop decision. Particularly, by influencing c m , a decrease or increase in the number of relay nodes could be achieved.
Vulnerability. Maliciously, the number of relay vehicles could increase if the physical layer (PHY) is attacked. Specifically, an attacker that performs a jamming or selective jamming attack (lower layers attack) over the wireless channel could interfere with the physical reception of broadcasted messages, with the consequence that the counter c m of potential relay nodes registers less than the actual number of retransmissions. Thus, a jamming attack could lead counter-based protocols to the BSP by causing a large number of honest vehicles to relay the received message.
Possible solution. Interference mitigation techniques (such as the ones presented in Husted et al. 70 ) could be used to thwart the reactive and the constant jamming attacks. 71 However, an issue that must be considered when implementing interference mitigation techniques in VANETs, is that the available connectivity time could be of just a few seconds, while the convergence time of mitigation techniques is usually larger (around 30 s). 71 Considering a large transmission range of 1000 m, vehicles approaching at 100 km/h will have only 18 s of connectivity time.
Periodic jamming detection techniques could be useful to implement anti-jamming solutions, for example, the hideaway strategy proposed in Azogu et al. 72 However, these techniques must be encompassed with complementary ones (e.g. store-carry-and-forward 73 ) in order to be effective for counter-based protocols.
Vulnerability. An attack aiming at maliciously decreasing the number of relay vehicles could be possible. An attacker might inject spurious messages by either claiming different identities (Sybil attack) to relay the same message several times or by replaying different messages received from honest relays (replay attack). Both attacks might cheat the counter, c m , of potential relays and hinder message dissemination. Note that depending on the number of affected potential relay nodes, message dissemination could be delayed or even entirely disrupted. Moreover, if the attacker is hidden, both the Sybil and the replay attacks will increase their negative effect over the broadcast dissemination process.
Possible solution. When disseminating a broadcast message, the number of redundant packets received by one node is related to the vehicle density, that is, the number of potential relays. Thus, a vehicle that receives more packets than the estimated local vehicle density could determine if it is under a Sybil or replay attack. In this case, the attacked vehicle could override the rebroadcast decision rule and retransmit the received packet. As such, vehicle density estimation techniques could be helpful in securing counter-based protocols.
There are several vehicle density estimation techniques proposed in the literature which can be used in VANETs scenarios. For instance, in Khomami et al. 74 the relationship between the number of nodes present in a scenario and the number of nodes transmitting simultaneously was studied. Each individual node monitors the wireless channel and records the RSS values of several consecutive packets. The average RSS is used as a parameter to compute the number of simultaneously transmitting nodes, which in turn is used to estimate the number of nodes in the network. In Huang et al., 75 average spacing information (collected through VANETs infrastructure) in a specific area during short periods of time is used for density estimation. Other approaches for VANET-based vehicle density estimation can be reviewed in the survey presented in Darwish and Bakar. 76 Additionally, a comprehensive survey for density estimation techniques based on scenario modeling and historical data is presented in Seo et al. 77 If all the vehicles detecting an attack override the rebroadcast decision rule, solutions based on vehicle density estimation could lead to a scenario where all receiving vehicles retransmit the packet. Considering a single attacker, this will occur only in the current hop. However, if colluded attackers are located along the dissemination path, the proposed solution could lead to the BSP. Therefore, more effective security solutions are required to detect the Sybil attack and discard the spurious packets received from malicious nodes. For example, the work done in Feng et al. 78 proposes to use of a dynamic reputation system to suppress the spread of false messages. The system considers that there might be multiple sources of false identity. Thus, privacy is protected by sending messages with a pseudonym instead of actual vehicle identities. For each event in the VANET, the system establishes a dynamic reputation value and a trusted value. The message about the event is not spread if the associated reputation and trusted values are below their corresponding threshold, thus suppressing the propagation of false information. Yu et al. 79 explored the feasibility of detecting Sybil attacks by analyzing the signal strength distribution. In particular, they propose a cooperative method based on a random sample consensus (RANSAC) algorithm to verify the position of potential attackers. The detection mechanism is enhanced using a statistical method able to verify where a vehicle comes from. Most of the defense mechanisms based on encryption and authentication rely on a centralized authority. 80 In addition, they struggle to cope with the problem of key revocation, which is a major challenge in highly dynamic networks such as VANETs. [81] [82] [83] However, distributed defense mechanisms based on position verification such as the presented in Yan et al. 84 and Yu et al. 79 are more suitable for infrastructure less scenarios. However, in solutions based on position verification, the privacy requirement could be compromised, because the identity and position of vehicles must be linked.
Vulnerability analysis of sender-oriented broadcast dissemination protocols
Sender-oriented broadcast dissemination protocols are particularly vulnerable to illusion attacks, as the selection of the next(s) relay(s) is based on the context information gathered from sensors or periodic beacons. In sender-oriented protocols, a malicious vehicle could mislead its own sensors (e.g. speed and position), with the aim of influencing the selection mechanisms of the current relay such that the attacker is selected as the next relay node. Thus, data-centric security proposals can be particularly relevant for these protocols in order to validate the neighborhood information required by the selection mechanism, as this information is usually gathered by means of periodic beacon exchange.
It should be noted that data-centric solutions rely on alternative information sources to perform verification. The periodic exchange of beacon messages in senderoriented broadcast dissemination protocols can be exploited to implement data-centric security solutions. 66, 77, 85 For instance, in Jaballah et al., 47 a cooperative position verification mechanism, based on the exchange of an active neighbors table, is proposed to secure the broadcast dissemination process.
DECA
Vulnerability. The DECA protocol selects as the next relay the node with the higher number of neighbors. Thus, a malicious node could easily report a false number of neighbors (bogus information) to force being selected as the next relay node.
Possible solution. The scenario modeling approach could be used to validate information received from potential relay vehicles, in particular, statistical methods for vehicle density estimation (e.g. Khomami et al. 74 and Shirani et al. 86 ). These methods use parameters such as the mobility pattern of vehicles or signal propagation modeling to validate if the received data are reliable. For DECA, each vehicle could implement a local vehicle density estimation technique (e.g. Darwish and Bakar 76 ) and share it periodically in beacon messages. Thus, the current relay node could compare the number of neighbors reported by a potential relay with the reported density of others. So, with the help of a data redundancy security approach, the misbehaving vehicle could be excluded from the relay set.
Vulnerability. If a malicious node is selected as next relay, it could simply drop the message (black/gray hole attack) or select a false potential relay node as next relay (bogus information). Then, when other nodes in the network do not hear the retransmission (from the false node), they will retransmit the packet without any restriction (by flooding) leading to possible collisions or delays in the wireless medium.
Possible solution. To reduce the impact of these vulnerability, a broadcast storm mitigation technique such as those presented in Wisitpongphan et al. 7 could be included in the design of DECA.
FUZZBR
Vulnerability. In FUZZBR, a malicious node may force being selected as relay node by reporting false information about its location and speed (illusion attack), as well as transmitting with a power level above the nominal one.
Possible
solution. The mechanisms previously described in section ''Distance-based protocols'' could be used to verify the position of the potential relays. Even though the received power is measured at the receiver, it cannot be assumed as secure because malicious vehicles could change its transmission power. Thus, position verification mechanisms based on the RSS could help to verify if the transmission power claimed by the neighbor vehicle is consistent with a transmission performed in the reported geographic location. 68 In addition, trust level could be added as a metric to select the next relay. To this end, a position verification scheme like the one introduced in Barnwal and Ghosh 65 could help to assess the trust level of neighbors based on the proposed zone-and trajectorymatching algorithms.
Vulnerability. If a malicious node is selected as next relay, it could simply drop the message (black/gray hole attack) to hinder message dissemination.
Possible solution. To address this vulnerability, alternative dissemination paths should be considered, with mechanisms like the one introduced in Celimuge et al. 87 Vulnerability. In FUZZBR, one relay must be selected for each propagation direction. An attacker could take advantage of this feature attaching identifiers of nodes in the same direction (bogus information).
Possible solution.
Position verification mechanisms such as those reviewed in section ''Distance-based protocols'' could be used to verify the position of the previous relay and other relay vehicles included in the message.
Shared vulnerabilities of different broadcast dissemination approaches
As illustrated in Figure 2 , the modules between DP 1 and DP 2 points are shared between the two different dissemination approaches. Thus, they also share the same vulnerabilities before and after these points. Attacks that take advantage of such vulnerabilities are mainly aimed to override the protocol decision about forwarding or dropping a particular message.
Vulnerability. At DP 1 , a spurious message could be injected to disseminate bogus information. The attack could have a greater impact if the spurious message is sent by an attacker impersonating an emergency vehicle such as an ambulance.
Possible solution. Redundancy-based methods (e.g. the method proposed in Dietzel et al. 12 ) could help to detect spurious messages.
Vulnerability. At DP 2 , an attack to lower layers (e.g. jamming attack) could hinder message dissemination by interfering with the physical transmission and reception of messages. In this sense, because of the cooperative nature of VANETs, any insider attacker could forge and transmit spurious packets at an arbitrary rate to significantly increase the contention at the MAC layer. Note that even if the malicious node does not gain access to the network (outsider attacker), an attack at DP 2 still can be performed, for example, by generating high-power noise across the entire bandwidth near the transmitting and receiving nodes.
Possible solution. Anti-jamming techniques such as those proposed in Azogu et al. 72 and Mokdad et al. 88 should be implemented to address this issue.
Vulnerability. Regardless of the broadcast dissemination approach, the threat level of an attacker increases when it hides with the aim of relaying messages that do not reach vehicles outside the coverage area of the current relay. To illustrate this, consider that H 1 in Figure 5 is the current relay. The attacker node, A 1 , could cheat about its current location in order to be chosen as the next relay node for a message disseminating from H 1 . In addition, an attacker node, A 2 , could hide itself by reducing its transmission power. In both cases, the additional area covered by the next transmission hop will be minimal or even null, with the consequent increase in the dissemination delay.
Possible solution. Position verification mechanisms (e.g. Barnwal and Ghosh, 65 Fogue et al., 66 Monteiro et al., 67 and Zhang et al. 69 ) should be implemented to verify the geographic location of nodes. Figure 6 summarizes the existing relations between the attacks, classes of attacks presented in section ''Attacks against the broadcast dissemination process'' and their corresponding effect over the different broadcast dissemination approaches discussed in this section.
Considerations for a secure design of broadcast dissemination protocols
From the analysis performed in the previous sections, it can be stated that entity-centric and data-centric security approaches (i.e. scenario modeling and redundancy) could address most of the relevant vulnerabilities of the broadcast dissemination protocols. However, a secure design is also required.
If security concerns are considered in the design of a broadcast dissemination protocol, its robustness can be increased. For instance, including a retransmission mechanism could increase the resilience of the protocol to jamming attacks. Thus, in addition to entity-and data-centric security solutions, considering security issues when designing the different mechanisms (e.g. periodic beacon exchange) of the broadcast dissemination protocol is a key factor to secure the broadcast dissemination process. This section aims to identify potential solutions for the security weaknesses of broadcast dissemination protocols, which are commonly originated during the design and implementation phases.
Several security solutions proposed in the literature rely on periodic beacon exchange among vehicles. 66, 76, 89 Moreover, because of the inherent uncertainty of information in VANETs, it is very difficult to provide security solutions able to thwart highly effective attacks (e.g. jamming) every time a packet will be disseminated. Figure 6 . Effects of different classes of attacks over the broadcast dissemination protocols. Acronyms use for this figure are attacks to lower layers (ALL), attacks to message integrity (AMI), attacks to protocol's operation (APO), hinder message dissemination (HMD), influence the selection mechanism (ISM), counter-based protocols (CBPs), distance-based protocols (DBPs), DECA sender-oriented (SOP D ), and FUZZBR senderoriented (SOP F ). Therefore, securing the periodic beacon exchange and the packet loss resolution mechanisms is critical.
The mechanism for periodic beacon exchange is performed using one-hop communication. Thus, approaches such as those reviewed in Yang 52 (see section ''The entity-centric approach for securing the broadcast dissemination'') could be useful to prevent malicious vehicles from replaying or modifying the information related to the vehicle identity. However, to secure the information used by the broadcast dissemination protocol (e.g. position and vehicle density), solutions like those reviewed in the previous sections should be considered.
The packet loss resolution mechanism is part of the design of any broadcast dissemination protocol. Thus, such mechanism should be secured considering the particular vulnerabilities of the protocol. For instance, consider the iack mechanism of FUZZBR (see section ''FUZZBR''), which triggers a retransmission when a message dissemination disruption is detected. However, every time the packet is retransmitted, the same set of next relays is attached to the packet. Thus, if a malicious vehicle was selected as next relay, the iack mechanism of FUZZBR will struggle to address the gray/black hole attack. In this sense, the construction of alternative dissemination paths using redundancy (e.g. Celimuge et al. 87 ) could help to address black/gray hole attacks. This way, if the selected relay does not retransmit the packet, alternative relays could rebroadcast the packet in order to help in the broadcast dissemination process. As proposed in Jaballah et al., 47 receipt messages could be used as rebroadcast proof in order to detect if a malicious vehicle selected as next relay interrupts the message dissemination process. Table 3 presents a summary of security solutions well-suited to address the main vulnerabilities of the broadcast dissemination process in VANETs (as identified in this work). For this table, PKI-based security services were considered for one-hop communication. Regarding the application level, data-centric security solutions analyzed in this work are included in Table 3 . Remember that this solutions could help to verify the reliability of the received information (e.g. traffic jam warnings) or to provide alternative routes to improve the robustness of the protocol. Finally, plausible datacentric security solutions (reviewed in this section) are summarized in Table 3 according to specific vulnerabilities of broadcast dissemination protocols.
Challenges and open issues
Several efforts have been made so far to secure broadcast dissemination protocols in VANETs. However, there still are different challenges and open issues to resolve before broadcast dissemination can be securely enabled in VANETs. This section presents the most relevant open issues and challenges identified from the VANETs security analysis presented in this work.
Ubiquitous security solutions
Broadcast dissemination has the potential to ubiquitously enable the most relevant VANET applications, that is, safety and infotainment applications. Thus, a security solution for VANETs should be extended to scenarios where the available infrastructure is scarce, nonexistent or with reduced service levels, as is the case in highways or rural roads. To this end, different fully distributed security mechanisms have been already proposed in the literature (see section ''The data-centric approach for securing the broadcast dissemination'') based on scenario modeling and redundancy. In this sense, periodic beacon exchange among vehicles is considered a fundamental underlying mechanism, especially for safety applications. 92 Thus, it is reasonable to infer that periodic beacons could provide most of the information required by redundancy-based security mechanisms. However, in order to improve the scalability and efficiency of the VANET, the continuous adaptation of the exchange rate (frequency) of periodic beacons has been proposed. 93, 94 Thus, it is necessary to evaluate the impact of continuous adaptation of the frequency of periodic beacons over the efficiency of the security solutions. However, most of the scenario modeling security solutions consider mobility and signal propagation models to infer the vehicle density and position, respectively. The accuracy of such model and thus the efficiency of the security solution is highly related to the rural/sub-urban/urban scenario conditions considered when deriving that model. However, a vehicle in a VANET could travel along different scenarios within the same trip. Thus, the design of scenario modeling security solutions that consider variable scenarios conditions (e.g. buildings and vehicle density) in the vehicle trajectory is an open research area.
Redundant relays
Redundant relay nodes in a VANET could be viewed as an asset from the security point of view, as the reliability of the protocol could be increased by providing alternative dissemination paths for the messages. However, from the network perspective, reducing the number of redundant relays is a primary goal. Therefore, it is an open issue the design of broadcast dissemination protocols that provide the optimum number of redundant relays considering both network performance and security trade-offs.
Design of security solutions considering the particular characteristics of broadcast dissemination protocols
The design and evaluation of security solutions that consider the operation of the different layers (e.g. MAC and network) to secure broadcast dissemination is an open research area. For example, broadcast dissemination protocols might have considered in its design different countermeasures such as a retransmission mechanism to address the main challenges imposed by the high mobility of vehicles. However, if such countermeasures are not considered when designing security solutions, they could be misinterpreted as faulty or misbehaving actions. For instance, packet loss in VANETs is prone to happen due to the harsh nature of the wireless communication channel and the contentionbased MAC mechanism commonly used in VANETs transceivers (e.g. IEEE 802.11p). However, packet retransmission (with the same sequence number and/or the same timestamp) could be interpreted as a replay or timing attack. As such, the security layer could block the required retransmission, hindering the dissemination of messages.
Early deployment of VANETs
VANETs deployments will rely on OBUs, which will integrate the IEEE 802.11p and IEEE 1609.x standards. However, because of factors like the low renovation rate of the vehicle fleet, it is expected that OBUs will gradually integrate with the current driving environments. 95, 96 Thus, other technologies, such as smartphones, have been proposed to establish vehicular Table 3 . Possible approaches to address the identified vulnerabilities of the reviewed broadcast dissemination protocols. The acronyms used are hinder message dissemination (HMD), influence the selection mechanism (ISM), DECA sender-oriented (SOP D ), and FUZZBR sender-oriented (SOP F ).
Protocol
Vulnerability communication links. [95] [96] [97] [98] [99] [100] In this way, it is expected that the potential benefits of VANETs could be provided at an early stage. The inclusion of other technologies in VANETs deployments will pose major challenges to secure vehicular communications. Particularly, hardware and operative system heterogeneity could hamper the efficiency of proposed security solutions. For instance, received signal strength indication (RSSI)-based position verification mechanisms should consider that different transmission power levels are allowed. Therefore, considering the heterogeneity of deployment technologies when designing security solutions for VANETs is an open research area.
Radio frequency jamming attack
The design and evaluation of cross-layer anti-jamming techniques for VANETs is an open research area. Jamming attack is a serious threat to VANET security. 71, 88 Because of that, the design of more resilient PHYs that increase the robustness of VANETs against jamming should be addressed. 71 Meanwhile, strategies implemented in upper layers, such as the one proposed in Mokdad et al., 88 could also help to detect jamming attacks. Moreover, techniques such as the store-carryand-forward may complement hideaway anti-jamming strategy.
PHY security
In VANETs, key distribution (symmetric methods) and high computational complexity (asymmetric methods) pose major challenges to secure data transmissions. 91 In this sense, PHY security could complement cryptographic techniques to provide secure wireless communications. PHY security methods leverage on the propagation characteristics of wireless channels to handle passive eavesdroppers and active attacks. One PHY security method that has recently received considerable attention is cooperative jamming (CJ). 91 The main goal of CJ is to achieve a better channel quality for legitimate network nodes by degrading channel quality for the eavesdropper. To this end, relay vehicles help to transmit jamming signals to degrade the channel quality of the eavesdropper. In this way, secure communications could be enabled even without any extra security schemes on other layers. However, before PHY security methods can be used in a real-world deployment of mobile networks such as VANETs, different challenges should be addressed. According to Liu et al., 101 two challenges are of particular interest: (1) the design of fast channel state evaluation schemes to handle the highly changing channel conditions and (2) dynamic authentication frameworks able to cope with the changing topology of mobile networks.
Conclusion
In this work, an updated literature review about security issues with special emphasis on the multi-hop broadcast message dissemination process in VANETs was presented. As proposed in the IEEE 1609.2 standard, in scenarios where RSUs are available, the provision of basic security services (e.g. authentication and integrity) can leverage on an entity-centric security approach. It also has been highlighted the cooperative nature of VANETs applications and the requirement of broadcast dissemination protocols to ubiquitously enable the expected benefits of VANET applications. However, before that, it is necessary that security in VANETs go beyond cryptographic solutions. Particularly, security approaches that rely on data consistency rather than on source of information are needed for multi-hop communications and for secure operation of broadcast dissemination protocols.
As it was discussed throughout the article, different broadcast dissemination protocols have particular vulnerabilities that need to be addressed before they can be used and deployed in real-world VANETs. In particular, in order to identify weaknesses in the dissemination process and (more importantly) discuss their potential security solutions, a vulnerability analysis of the most relevant broadcast dissemination approaches was performed. To the best of our knowledge, no similar analysis has been reported so far in the literature. From the analysis, state-of-the-art potential solutions that could address the detected vulnerabilities where identified and discussed. Furthermore, challenges and open issues were also identified.
From the discussion presented in this work, it can be stated that the security approach for VANETs must be holistic. That is, besides entity-centric solutions to secure one-hop communications, data-centric security approaches to secure the broadcast dissemination process altogether with a secure design of the related protocols should be considered.
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